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THE KEY - PRIVACY NOTICE

1.

Introduction

This Privacy Notice (notice) explains how The Key Unlock Potential, a registered charity under
number 1184633 and a limited company registered in England & Wales under company number
11518374, whose registered office is at 4 -6 Longmead Avenue, Bristol, BS7 8QB (referred to in
this notice as “The Key”, “we” or “us”) will use the personal information you provide to us through
your use of this website, including any personal information you may provide when you become a
member or supporter of our charity, or any other communications you have with us for example
when you call or email us.

The purpose of this notice is to explain to you how we collect and process your personal information
and to inform you of your rights in relation to the personal information we collect under data
protection laws. We respect your privacy and we are committed to protecting your personal
information. We will always treat your personal information in an appropriate manner and in
accordance with the relevant data protections laws.

Important Information

Controller and Contact Details

The Key is the controller of the personal information you provide and is responsible for your
personal information. If you have any questions about this notice, including any requests to exercise
your legal rights, please contact us by emailing .

Changes to this notice

We will keep this notice updated and keep you informed of any material changes to the way we
process your personal information. Future changes will be posted here and, where appropriate,
notified to you by email. We encourage you to read about the changes so that you keep up to date.
This version of the notice was last updated on 15 July 2022.

It is important that the personal information we hold about you is accurate and current. Please keep
us informed if your personal information changes during your relationship with us.

Third-party links

This website may include links to third-party websites. Clicking on those links or enabling those
connections may allow third parties to collect or share data about you. We do not control these
third-party websites and are not responsible for their privacy statements. When you leave our
website, we encourage you to read the privacy notice of every website you visit.

What personal information do we collect?

Personal information, means any information about an individual from which that person can be
identified. It does not include data where the identity has been removed (anonymous data).

We collect, use, store and transfer different kinds of personal information about you when you make
contact with us through this website, attend events hosted on our behalf, or any other means of
contacting us. We have grouped together the different types of personal information as follows:

Identity Data includes first name, last name, title and gender.

Contact Data includes home address, email address, employer name, job title and telephone
numbers.

Financial Data includes bank account, invoice and payment card details, however primarily these
will be collected via a third party (for example Just Giving).
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Transaction Data includes details about payments to and from you.

Technical Data includes internet protocol (IP) address, your login data, browser type and version,
time zone setting and location, browser plug-in types and versions, operating system and platform
and other technology on the devices you use to access this website.

Usage Data includes information about how you use our website.

Marketing and Communications Data includes your preferences in receiving marketing from us
and your communication preferences.

Imagery Data includes photographs and video footage taken at The Key events and other locations
you may attend where you represent or show support for The Key. If you are at an event where we
or our authorised representatives will be taking photographs and video footage of the event, your
image may be captured in those photographs and video footage. We will only collect this personal
information if you are within the designated area that we are operating from and this area will be
clearly sign posted to confirm that photographs and video footage may be taken in the area.

We also collect, use and share Aggregated Data such as statistical or demographic data for any
purpose. Aggregated Data may be derived from your personal information but is not considered
personal information in law as this data does not directly or indirectly reveal your identity. For
example, we may aggregate your Usage Data to calculate the percentage of users accessing a
specific website feature. However, if we combine or connect Aggregated Data with your personal
information so that it can directly or indirectly identify you, we treat the combined data as personal
information which will be used in accordance with this notice.

We do not intentionally collect any Special Categories of Personal Information about you (this
includes details about your race or ethnicity, religious or philosophical beliefs, sex life, sexual
orientation, political opinions, trade union membership, information about your health and genetic
and biometric data). Nor do we collect any information about criminal convictions and offences.

If you include any special categories of personal information when you contact us or provide us with
data through your use of the website, it is your responsibility to make sure you are happy for us to
use that personal information in accordance with this notice. You should be aware that this personal
information is more sensitive and is more heavily protected by data protection legislation, so you
should avoid including this kind of data if possible.

If you fail to provide personal information

Where we need to collect personal information by law, or under the terms of a contract we have
with you and you fail to provide that data when requested, we may not be able to perform the
contract we have or are trying to enter into with you. In this case, we may not be able to fulfil our
obligations to you but we will notify you if this is the case at the time.

How do we collect your personal information?

We use different methods to collect data from and about you including through:

Direct interactions - You may give us your ldentity, Contact Profile, and Marketing and
Communications Data by completing online forms or by corresponding with us by post, phone, or
email. This includes personal information you provide when you:

. contact us through any form of communication regarding a query, feedback or complaint;
. visit this website;
. attend events organised by us or on our behalf; or

. request marketing to be sent to you.
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Automated technologies or interactions - As you interact with our website, we will automatically
collect Usage Data about how you use our website and Technical Data about your equipment,
browsing actions and patterns. We collect this personal information by using cookies, server logs
and other similar technologies. Please see our cookies policy at Section 11 for further details.

Third parties - We may receive personal information about you from third parties such as Technical
Data from analytics providers.

Use of your personal information

Under data protection legislation we are only permitted to use your personal information if we have
a legal basis for doing so as set out in the data protection legislation. We will only use your personal
information when the law allows us to. Most commonly, we will use your personal information in the
following circumstances:

. Where we need to perform the contract we are about to enter into or have entered into with
you;

. Where we need to comply with a legal or regulatory obligation; or

. Where it is necessary for our legitimate interests (or those of a third party) and your interests
and fundamental rights do not override those interests; or

. With your consent (for example, where you have provided your consent in order for us to

send you marketing materials), which you have the right to withdraw at any time by
contacting us using the contact details above.

We may combine information that we collect about you through this website with information that
you provide to us by other means, for example when you attend a fundraising event. We may also
store personal information together in a combined database or in separate databases. We will not
however, collect an excessive amount of information from you nor information that is not relevant
to the purposes for that which it was collected.

Purposes for which we will use your personal information

We have set out below, in a table format, a description of all the ways we plan to use your personal
information, and which of the legal bases we rely on to do so. We have also identified what our
legitimate interests are where appropriate.

Please note that we may process your personal information for more than one lawful ground
depending on the specific purpose for which we are using your data. Please contact us if you need
details about the specific legal ground we are relying on to process your personal information where
more than one ground has been set out in the table below.

We use information about you for the following purposes:

To register you as a (a) Identity; (a) Performance of a contract; and
supporter of our charity (b) Contact; (b) Necessary for our legitimate
(c) Profile; and interests (to keep our records
(d) Marketing and updated and to develop our
Communications. relationship with you in order to
progress our charitable objectives).
To manage our (a) Identity; (a) Performance of a contract with
relationship with you (b) Contact; you;
which will include: (c) Financial; (b) Necessary to comply with a legal
(d) Transaction obligation; and
(e) Profile;
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(a) Notifying you about (f) Marketing and (c) Necessary for our legitimate
changes to our terms or Communications. interests (to keep our records
privacy notice; and updated and to develop our

(b) Responding to your relationship with you in order to
queries. progress our charitable objectives).
To administer and protect | (a) ldentity; Necessary for our legitimate interests
the charity and our (b) Contact; and (for running our charity, provision of
website (including (c) Technical. administration and IT services,
troubleshooting, data network security, and to prevent
analysis, testing, system fraud).

maintenance, support,
reporting and hosting of

data).

To promote our charity (a) Identity; (a) Consent; and

and fundraising objectives | (b) Contact; (b) Necessary for our legitimate
including: (c) Marketing and interests (to develop and grow our
(a) Sending you marketing | Communications; and business understanding of customers
materials; (d) Imagery. and to inform our marketing strategy).
(b) Events hosted by us;

and

(c) Events hosted on our

behalf.

To use data analytics to (a) Technical; and Necessary for our legitimate interests
improve our website, (b) Usage. (to keep our website updated and
services, marketing, relevant, to develop our charity and
relationships and to inform our marketing strategy).
experiences

Change in purpose

We will only use your personal information for the purposes for which we collected it, unless we
reasonably consider that we need to use it for another reason and that reason is compatible with
the original purpose. If you wish to obtain an explanation as to how the processing for the new
purpose is compatible with the original purpose, please contact us using the contact details above.
If we need to use your personal information for an unrelated purpose, we will notify you and we will
explain the legal basis which allows us to do so.

If we need to use your personal information for an unrelated purpose, we will notify you and we will
explain the legal basis which allows us to do so.

Marketing

We strive to provide you with choices regarding certain personal information uses, particularly
around marketing. We will provide you with a clear choice to opt into receiving any of our newsletters
or other marketing communications.

We do not share your personal information with any company outside of The Key for marketing
purposes. You can ask us to stop sending you marketing information at any time by contacting us
at

You will receive marketing communications from us if you have requested information from us or if
you provided us with your details when contacting us and in each case, you have not opted out of
receiving that marketing.
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Where you opt out of receiving marketing communications, this will not apply to personal information
provided to us as a result of any other product or service experience or other transactions you have
with us. For example, confirmation emails when a donation has been made.

Disclosures of personal information

We will treat all of your personal information as private and confidential and in accordance with the
data protection laws. We may however, need to share your personal information with third parties
who provide services to us to enable them to provide their services to us such as IT providers,
payment facilitators, delivery services and system administration services.

Where we use third parties to process your personal information on our behalf, we will always carry
out checks to ensure that there are appropriate protections for the safeguarding your personal
information. We will also monitor the performance of these third parties (and their approved
subcontractors) to ensure that your personal information remains secure.

Any third party service provider that we instruct will only process your personal information:

. for the same purposes for which we may use your personal information (as set out in this
notice);

. as is strictly necessary to perform its obligations to us; and

. in the ways instructed by us.

We do not allow our third-party service providers to use your personal information for their own
purposes and only permit them to process your personal information for specified purposes and in
accordance with our instructions.

We will not usually disclose your personal information other than as set out above. However, there
may be circumstances where we need to share personal information other than as anticipated
above. These include:

. where we are legally required to disclose the information, for example because a court
orders us to do so;
. where the disclosure of the personal information is required for the purposes of the

prevention and detection of crime. This includes sharing the personal information with tax
authorities and law enforcement agencies;

. where we need to disclose the personal information for the purpose of or in connection with
any legal proceedings, or for the purpose of obtaining legal advice, or the disclosure is
otherwise necessary for the purposes of establishing, exercising or defending legal rights;

. where disclosure is necessary to protect your vital interests (for example if you are unwell
at one of our events, we may need to seek medical assistance); and
. where we share your personal information with third parties to whom we may choose to

sell, transfer, or merge parts of our business or our assets if we reorganise our business.
Alternatively, we may seek to acquire other businesses or merge with them.

Transfers outside of the UK

We do not transfer your personal information outside of the UK. We also do not work with any third
parties based outside of the UK. However, if this changes we will update this notice accordingly
and notify you of our updated notice.

In the event that personal information is transferred to countries outside of the UK, those countries
may not offer an equivalent level of protection for personal information to the laws in the UK. If we
disclose your personal information to a third party which is outside the UK, we will not do so until
we have taken steps to ensure that appropriate safeguards are put in place and your personal



information is afforded similar levels of protection as that required from us by data protection laws

in the UK.

If we transfer your personal information out of the UK, we will ensure that a similar degree of
protection is afforded to it by ensuring at least one of the following safeguards is implemented:

. we will ensure the countries that we transfer your personal information to have been
deemed to provide an adequate level of protection for personal information; or
. we will use specific contracts approved in the UK which give personal information the same

protection it has in the UK.

In the event that we transfer personal information outside of the UK, we will provide further
information on the specific mechanisms used by us when transferring your personal information.

8. Security

We will always treat your personal information in an appropriate manner and keep it protected. We
do this by implementing policies, standards and procedures and enforcing them.

We have put in place appropriate security measures to prevent your personal information from
being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition,
we limit access to your personal information to those employees, agents, contractors and other
third parties who have a business need to know. They will only process your personal information
on our instructions and they are subject to a duty of confidentiality.

We have also put in place procedures to deal with any suspected personal information breach and
will notify you and any applicable regulator of a breach where we are legally required to do so.

Personal information which you provide is held separate from our website. We protect the security
of your information by using password protection and limiting access to your information (for
example, only our members who need access to it for the purposes described above will have
access to it).

9. Retention

We will only retain your personal information for as long as necessary to fulfil the purposes we
collected it for. To determine the appropriate retention period for personal information, we consider
the amount, nature, and sensitivity of the personal information, the potential risk of harm from
unauthorised use or disclosure of your personal information, the purposes for which we process
your personal information and whether we can achieve those purposes through other means, and
the applicable legal requirements.

We will keep any personal information we have collected from you for a period of 2 years from the
date of collection. Where we have a statutory obligation to keep the personal information for a
longer period or where we may need to keep your personal information for a longer period in case
of a legal claim or dealing with ongoing queries or complaints, then the retention period may be
longer.

10.Your rights

You have a number of rights in relation to your personal information. You have the right within
certain legal parameters, to:

. Be informed about how we use your personal information (which we do in this Privacy
Notice);
. Obtain access to your personal information that we hold;
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. Request that your personal information is corrected if you believe it is incorrect, incomplete
or inaccurate;

. Ask us to erase your personal information in certain circumstances;

. Ask us to restrict our information processing activities in certain circumstances;

. Ask us for a copy of certain personal information that you have provided to us in a
commonly used electronic format;

. Obiject to our processing of your personal information;

. Not be subject to automated decisions about you and to request human intervention; and

Withdraw consent where we are relying on consent to process your personal information.
If you would like to exercise any of the rights set out above, please contact us using the
contact details above.

If you would like to exercise any of the rights set out above, please contact us using the contact
details above.

No fee usually required

You will not have to pay a fee to access your personal information (or to exercise any of the other
rights). However, we may charge a reasonable fee if your request is clearly unfounded, repetitive
or excessive. Alternatively, we may refuse to comply with your request in these circumstances.

What we may need from you

We may need to request specific information from you to help us confirm your identity and ensure
your right to access your personal information (or to exercise any of your other rights). This is a
security measure to ensure that personal information is not disclosed to any person who has no
right to receive it. We may also contact you to ask you for further information in relation to your
request to speed up our response.

Time limit to respond

We try to respond to all legitimate requests within one month. Occasionally it may take us longer
than a month if your request is particularly complex or you have made a number of requests. In this
case, we will notify you and keep you updated.

11.Cookies

We use ‘cookie’ technology to provide online visitors with a personalised online experience, to make
things easier for website visitors, and to learn about how our website is performing.

In order to achieve this, we may store some information on your computer, usually within your web
browser. This information will be in the form of a cookie, or similar file, and it allows the website to
recognise your computer during your visit to our website. A cookie does not tell us any personal
information about you, such as name, address, age, etc.

You can change the setting in your web browser to control how cookies are accepted or stored by
your browser and computer. www.aboutcookies.org is a useful website that gives you information
about how different browsers manage cookies. However, if you disable or restrict cookies, then you
may find that some areas of our websites no longer function correctly for you.

Our cookies help to:

. make our website work as you would expect;

. remember your settings during and between visits;

. improve your and other users' experiences of our website;

. allow you to sign up to marketing and updates if you have requested to do so; and

. improve the speed/security of our website.
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We use the following types of cookies:

Strictly necessary cookies - these are cookies that are essential for the operation of our website.
They include, for example, cookies that enable you to log into secure areas of our website.

Analytical/performance cookies - they allow us to recognise and count the number of visitors and
to see how visitors move around our website when they are using it. This helps us to improve the
way our website works, for example, by ensuring that users are finding what they are looking for

easily.

Cookie Name Type Duration Description

Ss_cvr Analytics 2 years To identify  unique
visitors and track a
visitor’'s sessions on
the site

ss_cvt Analytics 30 minutes To identify  unique
visitors and track a
visitor's sessions on
the site

crumb Necessary Length of visitor's | To prevent cross-site

session request forgery

12.Complaints

We are registered with the Information Commissioner’s Office (ICO), the UK regulator for data
protection issues (www.ico.org.uk), with registration number ZB340214. You have the right to make
a compliant at any time to the ICO. We would however, appreciate the chance to deal with your
concerns before you approach the ICO so please contact us in the first instance at
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